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NOTE:

THIS HARDWARE, SOFTWARE OR TEST SUITE PRODUCT (‘PRODUCT(S)”) AND ITS RELATED
DOCUMENTATION ARE PROVIDED BY MELLANOX TECHNOLOGIES “AS-IS” WITH ALL FAULTS OF ANY
KIND AND SOLELY FOR THE PURPOSE OF AIDING THE CUSTOMER IN TESTING APPLICATIONS THAT
USE THE PRODUCTS IN DESIGNATED SOLUTIONS. THE CUSTOMER'S MANUFACTURING TEST
ENVIRONMENT HAS NOT MET THE STANDARDS SET BY MELLANOX TECHNOLOGIES TO FULLY
QUALIFY THE PRODUCT(S) AND/OR THE SYSTEM USING IT. THEREFORE, MELLANOX TECHNOLOGIES
CANNOT AND DOES NOT GUARANTEE OR WARRANT THAT THE PRODUCTS WILL OPERATE WITH THE
HIGHEST QUALITY. ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT ARE DISCLAIMED. IN NO EVENT SHALL MELLANOX BE LIABLE TO CUSTOMER OR
ANY THIRD PARTIES FOR ANY DIRECT, INDIRECT, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES OF ANY KIND (INCLUDING, BUT NOT LIMITED TO, PAYMENT FOR PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY FROM THE USE OF THE
PRODUCT(S) AND RELATED DOCUMENTATION EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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Overview

These are the release notes of Red Hat Enterprise Linux (RHEL) 8.2 Driver Release Notes. This
document provides instructions on drivers for Mellanox Technologies ConnectX® based adapter
cards with Red Hat Enterprise Linux (RHEL) 8.2 Inbox Driver environment.

This version supports the uplinks to servers described in the table below.

Table 1 - Supported Uplinks to Servers

Uplink/HCAs Uplink Speed Supported Driver
ConnectX®-6 * InfiniBand: SDR, EDR, HDR mlx5 core (includes the ETH
» Ethernet: 1GigE, 10GigE, 25GigE, functionality as well), mIx5 _ib
40GigE, 50GigE, 100GigE
BlueField® 2 » Ethernet: 1GigE, 10GigE, 25GigE, mlx5_core (includes the ETH
40GigE, 50GigE, and 100GigE functionality as well)
Innova™ [Psec » Ethernet: 10GigE, 40GigE mlx5_core (includes the ETH function-
EN ality as well)
ConnectX®-5 * InfiniBand: SDR, QDR, FDR, FDR10, mlx5_core (includes the ETH
EDR functionality as well), mIx5 ib
» Ethernet: 1GigE, 10GigE, 25GigE,
40GigE, 50GigE, 56GigEb, and 100GigE
ConnectX®-4 * InfiniBand: SDR, QDR, FDR, FDR10, mlx5_core (includes the ETH

EDR
Ethernet: 1GigE, 10GigE, 25GigE,

40GigE, 50GigE, 56GigE®, and 100GigE

functionality as well), mIx5 ib

ConnectX®-4 Lx .

Ethernet: 1GigE, 10GigE, 25GigE,
40GigE, and 50GigE

mlx5_core (includes the ETH
functionality as well)

ConnectX®-3/ .
ConnectX®-3 Pro |

InfiniBand: SDR, QDR, FDR10, FDR
Ethernet: 10GigE, 40GigE and 56GigE®

mlx4 core, mlx4 en, mlx4 ib

Connect-IB® .

InfiniBand: SDR, QDR, FDR10, FDR

mlx5 core, mIx5_ib

a. BlueField is supported as a standard ConnectX-5 Ethernet NIC only.

b. 56GbE is a Mellanox propriety link speed and can be achieved while connecting a Mellanox adapter cards to
Mellanox SX10XX switch series or connecting a Mellanox adapter card to another Mellanox adapter card.
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1.1 Supported HCAs Firmware Versions
Red Hat Enterprise Linux (RHEL) 8.2 driver supports the following Mellanox network adapter
cards firmware versions:
Table 2 - Supported HCAs Firmware Versions
HCA Recommended Firmware Rev.
ConnectX®-6 20.25.2006
BlueField® 18.25.1600
ConnectX®-5 16.25.1020
ConnectX®-4 Lx 14.25.1020
ConnectX®-4 12.25.1020
ConnectX®-3 Pro | 2.42.5000
ConnectX®-3 2.42.5000
Connect-IB® 10.16.1200
1.2 SR-IOV Support
Table 3 - SR-IOV Support
Driver Support Notes
mlx4 core, mlx4 en, mlx4 ib ETH Running InfiniBand (IB) SR-IOV requires IB
Infiniband - Virtualization support on the OpenSM (Session
Technical Preview Manager).
mix5 core ETH This .capability is supported’only on QpenSM
LT . . . provided by Mellanox, that is not available Inbox.
(includes ETH functionality), Infiniband - : ; :
. . . This support can be achieved by running the
mlx5_ib Technical Preview . . L
- highest-priority OpenSM on a Mellanox switch in
an IB fabric.
The switch SM can support this feature by enabling
the virt flag (# ib sm virt enable).
Note: This capability is not tested over Inbox
environment and considered Tech Preview.
1.3 RoCE Support
Table 4 - RoCE Support
mlx4 - RoCE v1/v2 Yes
mlx5 - RoCE v1/v2 Yes
6 Mellanox Technologies RHEL 8.2
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1.4 VXLAN Support

Table 5 - VXLAN Support

mlx4 - VXLAN offload Yes
mlx5 - VXLAN offload Yes (without RSS)

1.5 DPDK Support

Table 6 - DPDK Support

Driver Support
mlx4 Yes
mlx5 Yes

1.6 Open vSwitch Hardware Offloads Support

Table 7 - Open vSwitch Hardware Offloads Support

Driver Support
mlx4 No
mlx5 Yes?

a. Technical Preview is not a fully supported production feature.
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Changes and New Features

Table 8 - Changes and New Features

Driver/ Component

mlx5

Feature/Change Description

Virtual Ethernet Port Added support for activating/deactivating the VEPA mode.

Aggregator (VEPA)

Devlink Health Utility | Added support for real-time alerting of functionality issues
that may be found in a system component (reporter). This
utility helps detect and recover from a problem with a PCI
device. It provides a centralize status of drivers’ health
activities in the generic Devlink instance.

Object IDs Export Added a unique ID for each verbs object to allow a direct
query over rdma-tool and rdma-netlink for enhanced
debuggability.

Report EEPROM Added support for ethtool to read additional EEPROM

Device Thresholds via | information from high pages.

ethtool 1. Information for modules such as SFF-8436 and SFF-

8636: Application select table
2. User writable, EPROM
3. Thresholds and alarms

GENEVE Stateless
Offload

Added support for Generic Network Virtualization
Encapsulation (GENEVE) tunneled hardware oftload of
TSO, CSUM and RSS.

Device Out of Buffer | Added a new ethtool counter for packets which were
Counter dropped due to full device internal receive queue.
This counter will be shown on 'ethtool -S' output as a new
counter named dev_internal queue oob.
RoCE with Macvlan Added support for RoCE with single RDMA device using
Devices Docker macvlan netdevices.
This allows to run RoCE-based applications with a single
RDMA device and multiple netdevices, such as macvlan
devices using Docker macvlan driver.
This is applicable for user space applications which are
using rdmacm.
MPLS Fffload for Added support for HW TSO and Checksum offloads for
VLAN and Bonding MPLS traffic when running over VLAN or a bonding

Net Devices

interface.

SW Steering Support
for E-Switch Kernel

Added support for allowing the software to manage the E-
Switch directly for boosting the speed of steering rules
insertion.

Parallelization of TC
Rules Update

This feature significantly improves update rate of TC rules
by allowing rules to be updated in parallel from multiple
threads/processes; resolving a limitation of a serializing
rtnl lock mutex.

Flow Counter
Preallocation

Added flow counters bulk allocation and pool, to improve
the performance of flow counter acquisition.

Mellanox Technologies
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Table 8 - Changes and New Features
Driver/ Component Feature/Change Description
VLAN Rewrite Added support for offloading VLAN ID modify operation,
allowing the user to replace the VLAN tag of the incoming
frame with a user-specified VLAN tag value.

GENEVE Encap/ Added support for basic GENEVE encap/decap flow table
Decap capabilities.
VLAN Push/Pop Allowed offload of VLAN push/pop operations on both
Offload (VGT) transmitted and received packets.
VF LAG Load Added support for load balancing over VF LAG
Balancing configuration.
General mlx5 Driver Updated the driver’s base Upstream kernel to v5.3.
Update

mlx4 General mlx4 Driver Updated the driver’s base Upstream kernel to v5.3.
Update

rdma-core Version Update Updated rdma-core version to v26.0-8.¢l8.

mstflint Updated mstflint version to v4.13.3-2.el8.

VMA Updated VMA version to v8.9.5-1.el8.
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3 Certifications

3.1 RHEL NIC Qualification

RHEL 8.0, Successfully passed RHEL NIC qualification has passed successfully as described in:
https://github.com/ctrautma/RHEL_NIC QUALIFICATION/tree/8.0-Beta

Covering:
¢ ConnextX-4 Lx and ConnectX-5 adapter cards
¢ OVS functional, OVS non-offload, OVS-offload, OVS-DPDK
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Known Issues

The following table describes known issues in this release and possible workarounds.

Table 9 - Known Issues

Driver/ Component Feature/Change Description
- 1816660 Description: When the NUM_OF VFS parameter configured in the
Firmware (using the mstconfig tool) is higher than 64, VF LAG
mode will not be supported while deploying OVS offload.
Workaround: N/A
Keywords: ConnectX-5, VF LAG, ASAP2, SwitchDev
- 1816660 Description: An internal firmware error occurs either when

attempting to disable single-root input/output virtualization, or
when unbinding PF using a function (such as i fdown and ip
1ink) under the following condition:

Being in VF LAG mode in an OVS offload deployment, where
at least one VF of any PF is still bound on the host or attached to a
VM.

Workaround: Unbind or detach VFs before you perform these

actions as follows.

1. Shutdown and detach any VMs

2. Remove VF LAG bond interface from OVS

3. Unbind VFs, perform for each configured VF:
# echo <VF PCIe BDF> > /sys/bus/pci/drivers/
mlx5 core/unbind

4. Disable SR-IOV, perform for each PF:
# echo 0 > /sys/class/net/<PF>/device/srio-
v_numvfs

Keywords: ConnectX-5, VF LAG, ASAPZ, SwitchDev

1284047 - Description: BW degradations due to PTI (Page Table Isolation)
in Intel's CPU security fix.
Workaround: PTI can be disabled in run time by writing 0 to /
sys/ kernel/debug/x86/pti_enabled.
Another option is adding "nopti" or "pti=off" to grub.conf.
Keywords: Performance

1610281 - Description: Setting speed to 56Gb/s on ConnectX-4 causes FW
syndrome (0x1a303e).
Workaround: N/A
Keywords: ConnectX-4, syndrome

1609804 - Description: Kernel panic during MTU change under stress

traffic.

Workaround: N/A

Keywords: Panic, MTU
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Table 9 - Known Issues

Driver/ Component Feature/Change Description

1578022 - Description: OVS offload: fragmented traffic is not offload.
When sending traffic with packets bigger than MTU, traffic runs
but is not offloaded.

Workaround: N/A

Keywords: OVS offload, fragmentation
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